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A landmark jury verdict in Kansas has created a new standard of care for all 

professionals involved in a business transaction one which could, where fraud occurs, 

extend liability to Realtors®, brokers, attorneys, title agents and lenders, even for 

non-clients. The verdict has put the professional community on notice as it relates 

to cyber crime – every transaction participant could potentially be held liable for the 

loss.

Now, all real estate transaction participants can be liable for fraud. 

A real estate agent and her broker were found jointly and severally liable for 85% 

of losses incurred by a buyer when the buyer was tricked into wiring funds to a 

fraudulent account in connection with a real estate transaction. The real estate 

agent’s email account was allegedly compromised by cyber fraudsters who used the 

account access to send fraudulent wiring instructions to the buyer. Given that the 

wiring instructions appeared as if they were sent directly from the agent’s account 

and contained information relevant to the upcoming real estate closing, the buyer 

relied on the fraudulent information and wired funds to the cyber perpetrator.  The 

jury found the agent liable for negligent misrepresentation and ordered her to pay 

$167,129.27.  Interestingly, there was no direct privity between the buyer/victim and 

the agent because the agent represented the seller in the transaction – the buyer was 

at all times unrepresented. 

This federal court decision appears to expand the standard of care in two ways.  

First, all transaction participants may be held liable for losses due to cyber crime 

if their email, system or information is compromised.  Second, the standard of care 

may extend to all parties in a transaction regardless of direct contractual or fiduciary 

relationships.  While this case involved a real estate transaction, it is foreseeable that 

its principles could be applied to many other industries.

Wire Fraud is Everyone’s Problem:  
Why All Deal Participants Are  
Responsible for Wire Fraud Losses
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The fraud that changed the law.

In February of 2016, the buyer entered into a contract to purchase a home in Kansas 

City, Missouri.  The real estate agent represented the seller of the property.  Prior to 

the closing, a cyber criminal intercepted a closing statement sent via unencrypted 

email from the title company to the real estate agent that included the correct 

wiring information for the title company.  The cyber criminal replaced the correct 

wiring instructions with a new set of wiring instructions (their own); created an email 

address almost identical to that of the title company representative’s email address; 

pasted the signature block and title company logo into the email; and sent the 

fabricated email and fraudulent wiring instructions to the agent.

The agent received the fabricated email and forwarded it to the buyer, including a 

message that the closing statement and wiring instructions attached were true and 

correct.  Believing the email was authentic, the buyer sent the wiring instructions to 

their bank and asked them to follow the instructions.  The bank wired $196,622.76 to 

the fraudster’s account and the buyer’s funds were lost.

The litigation. 

The buyer’s funds were unrecoverable and they filed suit in a Kansas Federal District 

Court in May, 2016, alleging multiple counts against the following transaction 

participants:

Defendant Bank

• Violations of the Truth in Lending Act

• Violations of the Electronic Funds Transfer Act

• Violations of the Fair Credit Reporting Act

• Negligence and Gross Negligence

• Unjust Enrichment

• Breach of Fiduciary Duty

• Violations of Uniform Commercial Code Article 4A

 

Defendant Title Company

• Negligence and Gross Negligence

• Violations of the Kansas Consumer Protection Act

• Breach of Fiduciary Duty
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Defendants Real Estate Agent and Real Estate Broker

• Negligence and Gross Negligence

• Negligent Misrepresentation

• Breach of Fiduciary Duty

 

A copy of the plaintiff’s First Amended Complaint is attached hereto as Exhibit A.

The buyer argued that all defendants had a duty to protect him from the losses he 

incurred and that the failure of these defendants to live up to that duty led to the 

fraudulent loss of his funds.  In response, the defendants responded by arguing that 

they owed no duty to the buyer because they did not serve in a formal representative 

or fiduciary capacity.  

According to the court docket, the defendant title company and defendant bank 

reached a settlement with the buyer shortly after a mediation conference.  An 

undisclosed amount was paid to the buyer in exchange for them being removed 

from the case.  As the case proceeded to trial, only the real estate agent and broker 

remained as defendants. 

The verdict.

On April 24, 2018, the jury found the defendant real estate agent and defendant 

real estate broker jointly and severally liable to the buyer on the basis of negligent 

misrepresentation. All of this stemmed from the email that was sent by the seller’s 

real estate agent to the buyer which included fraudulent wiring instructions that 

the buyer reasonably relied upon.  The jury ordered the real estate agent to pay 

$167,129.27, which equaled 85% of the buyer’s losses.  As the judgement was joint and 

several, both the defendant real estate agent and the defendant real estate broker 

remain liable for the full amount of the judgment until it is satisfied. 

A copy of the Judgment is attached hereto as Exhibit B.

A question from the jury.

While in deliberations, the jury submitted a simple, yet powerful, question to the court 

that underscores the duty the defendant real estate agent and broker owed to buyer 

whether there was privity or not: 

Jury:  “[The real estate agent] was not [the buyer’s] agent.  Does that 

absolve [the real estate agent] of responsibility to [the buyer]?”

Judge:  “No.”
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In the clearest terms possible, the question and answer present the likelihood that the 

standard of care in a real estate transaction has been extended. 

A copy of Question from the Jury #1 is attached as Exhibit C.

What this means for the industry: a new standard of care.  

The Bain case sends a clear message to anyone involved in a transaction – a new 

standard of care has emerged, a standard that requires all transaction participants to 

protect themselves and each other from loss.  In the age of digital communication, 

mobile devices and the exchange of personally identifiable information (PII), 

this duty now includes safeguarding devices, networks and accounts from being 

breached; securely collecting and storing PII; confirming the identity of the parties 

in a transaction; and encrypting the transfer of key information that someone is 

going to rely upon.  Prior to this case, transaction participants have struggled with 

understanding the lines of liability that may exist if someone in a transaction loses 

money due to a cyber fraud.  For example, if the buyer wires funds to a cyber 

perpetrator, is it the title company’s fault for sharing its wiring information in a 

non-secure manner? Is the lender at fault for circulating Closing Disclosures and 

settlement statements that provide all transaction details via unencrypted email?  

Is it the real estate broker’s or agent’s responsibility to confirm wiring instructions 

before funds are transferred?  While the jury was not able to determine fault as to 

the title company or bank due to their removal from the case after the settlement, a 

clear message has been sent – wire fraud is foreseeable and everyone involved in a 

transaction shares the risk and burden if a party is harmed due to a cyber fraud.  

The Bain case centered on a real estate transaction and the real estate agent, real 

estate broker, title company, and bank involved in the deal.  This is just one of several 

similar cases that are currently being litigated around the country.  Yet, the case 

sets precedent for many other industries that serve in a representative or fiduciary 

capacity for the benefit of others.  Attorneys, financial planners, consultants, and 

advisors face the same risk profile if they do not adhere to best practices concerning 

data and device security and information sharing. 

What’s next?

Cyber criminals prey on the weakest link in a transaction and strike with incredible 

timing and precision.  As transaction participants and advisors, we need to take stock 

of our current cyber hygiene as well as that of our transaction partners.  

Thus, all industry professionals must look at one another and conduct a clinical review 



of everyone in their business network to confirm that best practices concerning 

information security and disaster response are being followed.  Our Data Security and 

Best Practices Guide attached as Exhibit E may serve as a useful starting point for 

your internal and external analyses.  

It’s a journey, not a destination.

Always remember that cyber security is a journey, not a destination. A commitment 

to training, infrastructure, policies, and procedures concerning information security 

will create a multi-layered approach to combat the ever-growing and evolving cyber 

threat.  

That said, before funds are transferred and the cyber criminal gets paid, it is 

imperative that identity be verified and bank account credentials be confirmed. To 

learn more about how CertifID can help eliminate the wire fraud risk, please contact 

me at tcronkright@certifid.com 

About CertifID

CertifID is the most secure way to send and receive wiring information. Guaranteed.

CertifID helps prevent fraud by restoring trust in transactions. Harnessing and 

analyzing billions of combined personal, digital and bank credentials, a “digital 

truth” is established that confirms you are exchanging information with the person 

you intend to. This allows you to act with confidence and focus on the customer 

experience rather than worrying about fraud.

For more information, or to start a conversation, please visit www.certifid.com.
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Exhibit B

Judgement
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Exhibit C

Question from the jury #1
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Exhibit D

Memorarandum and Order

(in response to Defendant’s post-trial motion 

to reduce the verdict amount)
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Exhibit E

Data Security and  

Best Practices Guide
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Data security encompasses a wide variety of practices, methods, and procedures 

based on the type of organization, technology topology (on-premises, cloud, or 

hybrid) and type of data being protected.  While not all of these combinations can be 

accounted for in a single document, there are general concepts that can help direct 

the planning process for any organization. These practices can be divided in terms of 

Systems, People, and Processes which can address the confidentiality, integrity and 

availability of systems and data.

All the practices below should be put into the context of standards. The most popular 

standards in the market place today can help guide you through the implementation 

of your security program and ensure the right security posture for your organization. 

While not comprehensive, below are some of the most popular standards  

in use today:

• ISO/IEC 27001 - Information security management systems

• NIST Cyber Security Framework

• NIST Small Business Security (The Fundamentals)

• Center for Internet Security – Best Practices

• ISACA - Control Objectives for Information and Related Technologies (COBIT)

• Open Web Application Security Project (OWASP)

• Information Technology Infrastructure Library (ITIL)

While the list below is not exhaustive its purpose is to show the base building blocks 

of controls that should be in place to ensure a sound and secure environment. For 

expanded views into other controls, review the ISO 27002 and NIST 800-53 control 

documents which go into much greater detail and explanation.

Exhibit E
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Perimeter

Appliances such as firewalls, routers, 

and specialized equipment for Intrusion 

Detection, Log Monitoring and Artificial 

Intelligence (AI) can all play a role in 

hardening an environment such as:

• Web content filtering

• Anti-virus scanning

• Reputation, application, and protocol 

protection

• Advanced threat protection for zero-

day exploits

• Data loss prevention and auditing 

policies

• Deep Packet Inspection of HTTPS 

traffic

• Geolocation-based blocking

• Intrusion detection

Wireless security

• Identity-based 802.1x authentication

• Wireless intrusion prevention

• Properly separated guest, employee 

and production networks

• Mobile device management

Systems
Systems monitoring

• Collection of logs at every critical 

point in the network, including 

firewall/router and front-end and 

back-end systems

• Security monitoring and alerting 

based on smart triggers

Use of AI to spot hard to see intrusion 

and data exfiltration attempts 

Infrastructure

• Redundant, robust, and encrypted 

backup strategy including cloud and 

other off-premise backups

• Data classification

• Data encryption at rest and in transit

• Data tokenization

• Email digital signatures

• Email encryption

• Use industry leading spam, malware, 

and virus filters, to filter and protect 

against spam, viruses, phishing, and 

malicious attachments 

• Enable two-factor authentication 

to domain registrar, DNS, and other 

hosting environments 

• Implement DNSSEC to ensure that 

DNS records cannot be compromised 

or taken over 

•  DKIM and SPF record to protect 

against malicious domain spoofing

•  Ensure OS and third party 

applications are patched according to 

vendor recommendations
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Perimeter

• Train employees to be aware of anything that might look different outside of their 

normal world. This can include email, phone, other forms of communication, or 

people without proper identification. Train with real examples to make a strong 

impact. Red team exercises are also beneficial

• Never enter login information outside of the normal outlets, especially email

• Don’t open unexpected, unsolicited, or suspicious attachments. Always verify with 

IT when possible

• Ensure data is saved to trusted network/server locations and do not allow USB 

storage devices 

• Conduct unannounced phishing testing on a periodic basis using a trusted, third 

party firm

• Conduct and track regular training of employees using a trusted, third party firm

• Prevent “Shadow IT” cloud services by auditing access logs, financial records, and 

user behavior

• Ensure all users have access to and have read and acknowledge security  

policy documents

Physical

• Locked doors with proper access to employee and infrastructure areas

• Clean desk policies

• Proper identification for staff and vendors

• Security cameras

People

WWW.CERTIF ID.COM — SUPPORT@CERTIF ID.COM PAGE 51  /  53

EXHIBIT  C



Access controls

• Role-based file permissions

• File system and application specific permissions 

• Dedicated service accounts to isolate access to critical systems if one is 

compromised

• Least privileged accounts with minimum required access

• Complex, yet enforceable, user password policies

• Multi-factor authentication

• VPN connections for remote users

• Penetration testing utilizing services

Client and endpoint security

• Software restriction policies

• Removing administrator permissions from users

• Regular antivirus scans and reporting

Infrastructure

• Disaster recovery and incident response planning

• Emergency preparedness for natural and manmade events

Audits

• Conduct scheduled internal audits of your security program to determine any 

actions that need to be taken to remediate the program. A plan that includes the:  

DO, CHECK, and ACT process can help you continuously monitor and improve your 

security stance

• Conduct annual external audits led by third parties to ensure compliance with best 

practices and current standards

• Conduct third party risk assessments on all vendors annually or more frequently as 

the business process requires

Processes
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